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Abstract

Background: Internet represents a relevant source of information, but reliability of data that can be obtained by the web is

still an unsolved issue. Non-reliable online information may have a relevance, especially in taking decisions related to

health problems. Uncertainties on the quality of online health data may have a negative impact on health-related choices of

citizens.

Objective: This work consisted in a cross-sectional literature review of published papers on online health information. The

two main research objectives consisted in the analysis of trends in the use of health web sites and in the quality assessment

and reliability levels of web medical sites.

Methods: Literature research was made using four digital reference databases, namely PubMed, British Medical Journal,

Biomed, and CINAHL. Entries used were “trustworthy of medical information online,” “survey to evaluate medical infor-

mation online,” “medical information online,” and “habits of web-based health information users”. Analysis included only

papers published in English. The Newcastle Ottawa Scale was used to conduct quality checks of selected works.

Results: Literature analysis using the above entries resulted in 212 studies. Twenty-four articles in line with study objectives,
and user characteristics were selected. People more prone to use the internet for obtaining health information were

females, younger people, scholars, and employees. Reliability of different online health sites is an issue taken into account

by the majority of people using the internet for obtaining health information and physician assistance could help people to

surf more safe health web sites.

Conclusions: Limited health information and/or web literacy can cause misunderstandings in evaluating medical data found

in the web. An appropriate education plan and evaluation tools could enhance user skills and bring to a more cautious

analysis of health information found in the web.
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Introduction

Online health is defined as the use of digital technolo-

gies for healthcare, and should enhance the efficiency

of medical care, and bring to more precise and person-

alized medical interventions.1 It also involves the use of

communication and information techniques to address

the medical challenges faced by patients or to find
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possible solutions for treating specific medical issues.

Before 1999, the term e-health was intended to define

everything virtually related with computers in medi-

cine, whereas today this term is used in a broader

sense covering quite extensively the so-called “internet
medicine”.2 This is probably due to the improvement in

computer technologies and in the possibility to access

the internet easily.3

The technological progress has allowed easy access

to health information available in the web, but it has
increased the possibility to find wrong or not reliable

health information. Hence, the problem of the avail-

ability of malicious medical web data is becoming a

vital issue.4,5 The majority of web users are not profi-

cient with medical terms and this might lead to misin-

terpretation of online data. For instance, damage taken

by the no-vax movement on the internet was caused
because of vaccine deception which enabled the general

public to significantly reduce vaccinations. A conse-

quent increase of diseases formerly kept under control

thanks to large scale vaccinations was observed.6 This

has happened due to false propaganda with well-

tailored stories which did not reflect the reality and
therefore misled the general public. Scientists and

scholars stressed the need for the wide range of web

users looking for medical information to be more sus-

picious of considering everything they read on the

web.7,8 Some initiatives were already proposed to eval-

uate web reliability issues9 and recommendations to

web developers to realize quality health sites are avail-
able.10 Among them, Health on the Net (HON) should

be mentioned. This is a nonprofit charity organization

providing an online calculator tool enabling page

administrators to assess the quality of the contents of

their sites.8-11 If a WEB site respects all the eight HON

principles (authoritative, complementarily, privacy,

attribution, justifiability, transparency, financial disclo-
sure, and advertising policy), a HON recognition seal is

awarded with one-year validation.12,13

DISCERN is another project handled by the

University of Oxford allowing web users to provide

feedbacks.12,14 Moreover, the Journal of the
American Medical Association (JAMA) has proposed

a tool to provide web site score based on four criteria of

authorship, data source, commercial interest, and cur-

rency.12,15,16 This test was used to evaluate randomly

35 web sites to check quality and readability of over-

active bladder (OAB) sites.11 Three sites only satisfied

JAMA criteria and six disclosed authorship contribu-
tion. The simplified measure of gobbledygook (SMOG)

and the flesh-Kinkaid index are other tools to address

language issues of web texts.17,18 Deep behavior anal-

ysis, web user hallmarks, and safety perseverance issues

are still needed to be addressed.

In the present study, we have reviewed the state of
the art of web user hallmarks and if health information
contained in web sites were reliable. Analysis of online
health information was done to assess the awareness of
the possibility to encounter fraudulent data among
both users and experts.

Methods

Study selection

Four literature databases including Pub Med, British
Medical Journal, Biomed, and Cumulative Index to
Nursing and Allied Health Literature (CINAHL)
were used for identifying papers for our research.
Articles published between 2003 to 2019 were included
(Figure 1). Entry terms used were “trustworthy of med-
ical information online”, “survey to evaluate medical
information online,” “medical information online,”
and “habits of WEB-based health information users”.

Inclusion criteria

Article evaluation was done by a two-phase screening
method. In the first phase, title and abstract were
extracted to identify possible relevant articles, and the
screening of individual abstract was done in the second
phase. All materials and studies, published before 2003
(the year which is considered as the beginning of the
digital era) were excluded. Before 2003 the public did
not use often digital platforms for obtaining medical
information.19 Papers published in non-peer-reviewed
journals, reviews, and articles not covering character-
istics of health information users were also excluded.

Study selection and quality check

Study search has identified 212 studies, and 35 articles
were excluded due to duplication. The remaining 177
papers were further screened to identify outcomes of

12942
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Figure 1. Number of documents identified from individual library.
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interest, full text, English language, and humans. After
this further screening, 55 papers were selected for full-
text reading by co-authors of this study. Each reviewer
received an equal number of papers for quality assess-
ment by the Newcastle-Ottawa Scale (NOS).20 The qual-
ity of each study was defined as poor (0–4), moderate
(5–6), and good (7–9). The score was assigned based on
the following filters: comparability and outcome of indi-
vidual papers (Figure 2). Thirty-one papers were exclud-
ed because of quality issues (i.e., NOS< 7), and the
remaining 24 were included for a further qualitative syn-
thesis (see Appendix 1 for details).

Aims and objectives

The present study had two main objectives, namely the
identification of trends in health WEB sites use (RO1),
and the level of trust and overall WEB site quality (RO2).
Table 1 summarizes the data derived from literature with
some extra information when it was available.21–45

Results

RO1: Trends in health web site use

Analysis has been considered in sequential order, from
the earliest to the most recent articles to evaluate

changes in web user habits over time. A survey on
800 UK patients has reported that 42% of patients
were looking for online health information in everyday

life.21 Another study on NHS website user’s motiva-
tions and individual habits estimated that 50% of the

users visit a website before consulting a doctor.22 The
reason for this was that they felt access with online
health information quicker and easier and thanks to

the web they felt more confident on dealing with med-
ical data. The trend of sharing personal health prob-
lems on social media platforms can be found in

teenagers.23 In countries like Australia, famous social
media platforms including Facebook, Wikipedia, and

YouTube are used to gain medical knowledge.
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In particular, most participants are highly active on
Facebook, and some of them were also members of
personal disease groups, follow health related pages.24

Issues of reliability and trust could be a big concern on
these platforms while dealing with online health
information.25

Older adults are not much interested to have access
to online health sources and they preferred to have
direct doctor visits. This trend was identified through
study of 403 older respondents.26 Physicians, and phar-
macists are more trusted sources than online informa-
tion, and it is a proven that older adults are less
vulnerable to web-health.27 On the other hand, prelim-
inary results of online usage for pregnancy check in
Netherlands women have found that 50% of them
made their decisions through the internet.28 Oncology
patients are using the internet to get information about
their disease and were happy to receive useful website
links through their physicians.29 Most of the real-time
users consulting online health information were post-
graduated or scholars. This suggests that people with a
higher level of education are more interested in being e-
patients.29,30 To sum-up older adults are more prone to
consider physician suggestions rather than information
they get from the internet.

In some cases, principal motivations behind turning
to the internet were either to integrate information pro-
vided by physicians or enhance knowledge before con-
sulting a physician. A large amount of search outcomes
makes users confused, and the internet could be useful
for minor health issues but not in detail.31 This is
proven in a study concluding that medical information
search is a widespread reality among dermatological
patients and is not associated with a poor relationship
with the physician.32 In contrast, outcomes from tho-
racic surgery patients on internet search mentioned that
cancer patients who were younger, with high income
and better education are more prone to get information
from hospital websites.33 These studies indicate that the
internet represents a highly consulted and trusted
source after dermatologists and personal physicians.

A survey on 1,052 respondents indicated the habit of
seeking online health information involved more often
women, and people with higher incomes.34 A few
papers have classified socio-demographic attributes of
individuals who habitually search for online health
information. Women were more likely to access the
internet than men, primarily for drug review websites
and health forums.35 Comparison of results from both
studies revealed that people are interested to search
online medical information to gain better knowledge
of disease symptoms, although doctors remain the
most reliable sources. In 2010, the HON foundation
tried to identify motivation behind experts.36 The
main purpose of internet research was to get more

information compared with those obtained by physi-
cians about diseases, drug side effects, safety, and abil-
ity. Site quality was identified as a main obstacle to
claim web health site as a good quality one.

RO2: Level of trust on overall web site quality

Online site selection should be done based on the level of
trust and quality. Three studies highlighted user knowl-
edge assessment on the reliability of health sites.39–41 In
2010, Wikipedia accounted for expertise suggestions on
musculoskeletal tumor surgery.40 Considering the needs
of web information on pancreatic cancer, a study
highlighted the poor quality of online information on
pancreatic cancers.41 Moreover, two studies on 35
kidney cancer websites, and 188 breast cancer websites
have found that only 12.5% of sites fulfilled the HON
requirements.42,43 Rare diseases sites, although of good
quality, did not meet the JAMA quality criteria.44

A study on 15 menopausal women to identify the trust
model applied on the search of information on hormone
replacement therapy has shown that these women pre-
ferred websites with a better visual appeal and design.45

A comparison of the results of the above studies indi-
cates that sites with better visual appearance and good
quality are those preferred for conducting an online
search for health information.

Discussion

The present study was focused on the identification of
the characteristics of subjects consulting health web
sites and to define if these users have an awareness of
problem of the quality of information contained in
these sites. At the beginning of this century, the three
most trusted sources of medical information were doc-
tors, universities, and government/governmental agen-
cies sites. This situation remained constant for a few
years. Subsequent studies have evaluated the impor-
tance of availability of online health data, and reported
that females were more frequent readers than man of
health web sites.23,26–28,30

More recent studies have confirmed that 85% women
are more likely to use the internet than men and
reported that only 22% of web users over 65years in
the US are interested in health-related topics available in
the web.46 More recently, patients are adapting them-
selves to the digital era and are becoming “e-patients”,
more prone to get online health information. The large
amount of information available on the internet makes
people more aware of the possibility to get health data
from this repository.31 Patients with chronic diseases or
disabilities are the most active members.47 Users with a
higher level of education are more prone to explore the
internet to get information on health topics. Another
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study has reported that among users of internet health
information, the 82% of them were students. Students
acknowledged that the internet could have been a poten-
tial source of bias, given that “anyone can create a blog
or something of the like and publish anything they think
worthwhile”.

Older adults do not represent common users of the
internet for obtaining medical information and they
prefer to address medical questions to their physi-
cians.48 An opportunity living in the digital era, is to
use available technology to gather reliable information
for old patients taking into account that they are more
exposed compared to young people to chronic dis-
eases.49 An instrument which can serve as a better
guideline to improve presentation of health informa-
tion on the internet was proposed.50 This to avoid
data inaccuracy, disorientation, and the absence of
human interaction.

Health information quality (HIQ) analysis can be
realized based on several criteria: 1) Categorization of
the typology of topics discussed; 2) Classification using
JAMA score; 3) Presence of HON code seal; 4)
Readability using FK and SMOG. In line with these
studies, the DISCERN toolkit can be used to judge the
quality of health information by analyzing reliable
published material, and the LIDA instrument allows
design evaluation and analysis of accessible health
information contents.51,52 The understanding of
health information requires a high school education.
It should be mentioned that the more reliable web
sites do not appear on the top list sites mentioned by
the three search engines such as Google, Bing, and
Yahoo. This issue should be considered by the web
designers, or concerned authorities to guarantee the
provision of quality health information.

The quality criteria for health sites must follow the
HON codes. The issues related to the target audience,
site development, information nature, and presentation
style should be identified by the respondents.58 This
point should consider not only the site development,
but also should explain quality issues in particular for
health-related contents. Collaboration between health
schools and/or health professionals and reviewers is
required to a web site editor, and these initiatives
could enhance transparency and accountability of
health web sites.

Some patients claim that internet access is necessary
before or after a clinical visit.31,33 Information features
such as quality seal, author relationship with either an
university or a hospital, and data from medical data-
bases (e.g., PubMed) could solve in part the limitations
of information quality.35 Analysis of the papers includ-
ed in the present review has shown that several research
groups are directing their efforts to establish quality
issues and social consequences of health web sites.

Most of the published work on this topic comes from
Northern European countries,53–55 and only two stud-
ies were identified in Italy.56,57 In these investigations
the 37% of respondents confirmed the use of the web
for obtaining health information,56 with young people,
females, and chronic disease patients being the main
readers.56 The development of appropriate educational
programs in pharmacies can contribute to promote the
culture of extraction of high-quality information from
the web. It would be also desirable that health experts
advise the general public to enhance awareness on the
appropriate use of the internet for medical purposes.57

From the analysis of the literature quoted in the
present work, we have observed that overall there is
not enough awareness of the problem of quality of
web health information among the internet users.
Some authors have proposed that healthcare professio-
nals should be involved to guide patients in choosing
better quality online health information.43 Most
healthcare providers are exposing their doubts on the
risks of an independent search of health information on
the web. To avoid these problems, health professionals
should adapt their competence to patient needs and to
represent a guide for them in a secure internet world.29

However, a problem emerging from some studies is
that a number of doctors encounter difficulties in get-
ting online information, and there is the risk that they
lack enough awareness of the problem of reliability of
health data available on the internet.

Reasonable and attentive use of health information
available on the internet could contribute to the
improve preventive medicine strategies, and can guide
people in moving towards a personalized approach to
their health problems.59,60 In view of this, responsible
efforts for assessing the quality of the amount of online
global health information should be addressed.61

Education on the quality of health web sites by govern-
ments or education institutions is necessary and could
contribute to the development of new strategies in the
field of preventive and personalized medicine. What we
need is an alliance between institutions, health profes-
sionals, and citizens for reaching the goal of a mature
and responsible use of the internet as a source of health
information.

Getting quality online health information could rep-
resent a considerable approach also for users with
problems with internet access. It is important to
create awareness for older individuals to be better
documented about their health conditions by using an
information store simple and quick to access.59,62 The
problem of reliability of health information on the web
is still unsolved, and misinterpretation remains the
main problem for users with not enough health skills.
In this context, experts and institutions should favor
the creation and spreading of an education plan, for
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both common internet users and healthcare professio-

nals. An useful evaluation system must be addressed

and internet users should take into account their capa-

bilities to control the false information. The internet

could be without a doubt a valid support to our

health, but only if it is properly used.
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